Bug Bounty - Content Discovery
/ Recon

Obtain subdomains and links from the target host:

Obtain subdomain and V-host enumeration:

Obtain subdomains using Crt.sh:

Obtain subdomains using WebArchive:

Obtain subdomains using Hackertarget:

Enumerate hosts from SSL certificates:



Finding site endpoints using CommonCrawl:

Grab titles of webpages:

netcat scanner for HTTP servers:

Manually perform a HTTP request:

Manually perform a HTTP Get
Request on a SSL Port

Create a local TCP pipe to a remote SSL port (to allow netcat to probe a SSL service):

Perform a check on a list of webservers (HTTP or HTTPS): HOST:PORT -> HOST:PORT | WEB
SERVER | HTML Title:



Check if Trace is enabled on a given website:

Simple HTTPS (SSL) Listener with a bad self-signed server
certificate:

Printing IP addresses of scope + some magic:

Print IP addresses in a file

By Boschko

* My Hack The Box: https://www.hackthebox.eu/home/users/profile/37879
* My Website: https://olivierlaflamme.github.io/
¢ My GitHub: https://github.com/OlivierLaflamme
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