NFS

This cheatsheet is built from numerous papers, GitHub repos and GitBook, blogs, HTB boxes and
labs, and other resources found on the web or through my experience. This was originally a private
page that | made public, so it is possible that | have copy/paste some parts from other places and |

forgot to credit or modify. If it the case, you can contact me on my Twitter @BlWasp _.

I will try to put as many links as possible at the end of the page to direct to more complete
resources.

General Theory

NFS (Network File System) is a solution for mounting and creating network shares, much like SMB.
While SMB is predominantly used on Windows, NFS is more commonly used on Linux (although a
Windows version also exists).

The protocol is based on a client-server model: the server exports directories (called "exports"),
which are accessible to clients via the network. Exports are typically configured via the

file in Linux, where each line defines an exported directory, the authorised clients,
and the associated security options.

Since this solution is mainly found on Linux machines, for the moment this page will only present
attacks that can be carried out when NFS is deployed on this OS.

The following information are taken from this article: https://www.hvs-consulting.de/en/blog/nfs-

security-identifying-and-exploiting-misconfigurations

This suite of tools allows you to automate a number of attacks: https://github.com/hvs-

consulting/nfs-security-tooling. In addition, NXC now has an NFS module.

NFS Security Mechanisms

Authentication

Authentication when accessing an export can be done in three ways:
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* IEIA : Default method, not very secure. The client sends a UID/GID, and the server
trusts these values without verification. The only default restriction is that UID 0
(root) is blocked (root_squash).

* ERES=HElE : Uses Kerberos for cryptographic authentication (krb5, krb5i, krb5p levels).
Rarely used on Linux due to its complex configuration.

®* New: RFC 9289 introduces RPC protection based on TLS (similar to HTTPS), but this
implementation is still experimental.

Squashing (UID/GID mapping)

An important principle is present in NFS: squashing. This is a technique for mapping the UIDs of
users connecting with a local UID to the machine. There are three configurations:

. (default): UID O (root) is mapped to a non-privileged user (e.g. nobody).

* ETETTTIYOERN : Allows clients to access as root, which is dangerous.
* BREEFEENA - All UIDs/GIDs are mapped to nobody, limiting privileges.

Subtree check (subtree_check)

When accessing an NFS share, the parameter allows you to check whether or not
the requested path is part of the exported folder.

If the parameter is disabled (default on Linux), a client can access files outside the export on
the same file system by manipulating inodes.

As a result, it is possible, for example, to go up the tree and access non-root files (if root squashing
is in place): access to if the file belongs to a non-root group (e.g. shadow has GID 42
on Debian).

Host Restriction

Finally, exports can be restricted by IP, subnet, or host name. However, if the authorised IP ranges
are too broad or obsolete, an attacker can spoof an authorised IP.

Vulnerabilities and Exploits

Based on the points presented above, several vulnerabilities and exploits are possible.



Enumeration

The command can be used to enumerate a server's shares:

Nmap can also be used to scan a network to identify NFS servers and identify those that allow
anonymous access:

Or with Metasploit:

Alternatively, with the NetExec module:

Standard access to an NFS share via
command line

If error RGN

With NetExec:

Unauthorised access via NIEERES

In the absence of Kerberos, an attacker can spoof any UID/GID to access files, except those



belonging to root (unless is enabled).

Tools such as fuse nfs automate this impersonation, allowing transparent access to files via the

file system API.

Bypassing exports (subtree check
disabled)

If is disabled and the export is not the root of the file system (which would make it
even simpler), an attacker can read/write files outside the export (e.q. [ NESATTH , ).

According to the article, this has been successfully tested on ext4, xfs, and btrfs. ZFS is less
vulnerable due to its default configuration.

Otherwise, the NetExec module indicates by default in its output whether it is possible to escape

from root. Look for (or Bl ). If the attack is possible, to list files outside the
export, simply use the command without specifying a share:

no root squash

If is configured, a file can be dropped and executed as root:


https://github.com/sahlberg/fuse-nfs

You can then execute a binary as root:

If a client mounts an export without the option, a binary with the SUID bit set and owned
by root can be executed with root privileges. The attack scenario would therefore be to place a

malicious binary on the export and execute it to obtain a root shell.

Alternatively, retrieve the and files as shown above, add a root account
to them, and re-upload them:
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